JWTs and Their
Application
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What are JW s

e JSON Web Token




Anatomy of a JWT 1/3
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Anatomy of a JWT 2/3

eyJhbGciOiJIUzUxMiJ9.

eyJzdWIiOidtc255ZGVyK2FIY2RAd2IuZ3NwYW4u
Y 29wiZXwijoxNDGENZYXNTIWIQ




Anatomy of a JWT 3/3
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{“sub"."msnyder@wingspan.com’, "exp":
1489761520}




Headers

* alg - Signature algorithm

- Token Type
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Claims

* |SS - |ssuer

e Sub - Subject

e aud - Audience




Signature




Mechanics of JWT

e Use JUWT (https://github.com/jwtk/|jwt) for Java



https://github.com/jwtk/jjwt
https://stormpath.com/

Algorithms

HS256: HMAC using SHA-256

HS384: HMAC using SHA-384

512: HMAC using SHA-512




Creating a JWT

import io.jsonwebtoken.Jwts;
import io.jsonwebtoken.SignatureAlgorithm;
import io.jsonwebtoken.impl.crypto.MacProvider;

import java.security.Key;

/I We need a signing key, so we'll create one just for this example. Usually




Veritying a JWT

try

Jws<Claims> claims = Jwts.parser
requireSubject("Joe"

require("hasMotorcycle’, true

.setSigningKey(key




Definite DO

e Use existing key names where possible

=XP, or at least




Definitely DO NOT

 Examine JWT contents without validating




Application #1 - User
Veritication

. User fills out a registration form

2. Server encodes registration information in a JWT

3. Server emails a link to the provided email




Application #2 - Trusted
uthentication

» Serialize authenticated runtime objects as JW

 Pass JWT from one application to another

« Use Issuer (iss) and Audience (aud) claim to




JWT Usage Goals
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Database interaction:




JWT Challenges

e JWT Revocation




| INKS

Wikipedia: https://en.wikipedia.org/wiki/JSON Web_Token

Specifications:

ttps://tools.ietf.org/html/draft-ietf-oauth-json-web-
gken=82.



https://en.wikipedia.org/wiki/JSON_Web_Token
https://tools.ietf.org/html/draft-ietf-oauth-json-web-token-32
https://tools.ietf.org/html/draft-ietf-oauth-json-web-token-32
https://tools.ietf.org/html/draft-ietf-jose-json-web-signature-41
https://tools.ietf.org/html/draft-ietf-jose-json-web-signature-41
https://tools.ietf.org/html/draft-ietf-jose-json-web-encryption-40
https://tools.ietf.org/html/draft-ietf-jose-json-web-encryption-40

More lINnks

JUWT - https://github.com/jwtk/jjwt

Micah Video - https://www.youtube.com/watch”



https://github.com/jwtk/jjwt
https://www.youtube.com/watch?v=c-6hv70h9mc
https://www.youtube.com/watch?v=c-6hv70h9mc
https://www.youtube.com/watch?v=c-6hv70h9mc
http://martinsnyder.net/
https://twitter.com/MartinSnyder

Thank You!




